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ABSTRACT

Due to the recent surge in popularity of cryptocurrency, the threat of cryptojacking, a malicious code for mining
cryptocurrencies, is increasing. In particular, web-based cryptojacking is easy to attack because the victim can mine
cryptocurrencies using the victim’s PC resources just by accessing the website and simply adding mining scripts. The
cryptojacking attack causes poor performance and malfunction. It can also cause hardware failure due to overheating and
aging caused by mining. Cryptojacking is difficult for victims to recognize the damage, so research is needed to efficiently
detect and block cryptojacking. In this work, we take representative distinct symptoms of cryptojacking as an indicator and
propose a new architecture. We utilized the K-Nearst Neighbors(KNN) model, which trained computer performance indicators
as behavior-based dynamic analysis techniques. In addition, a K-means model, which trained the frequency of malicious
script words for script similarity-based static analysis techniques, was utilized. The KNN model had 99.6% accuracy, and the
K-means model had a silhouette coefficient of 0.61 for normal clusters.
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Table 1. API code for mining

Search Results
1565 Web pages
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531 Web pages
226 Web pages
531 Web pages
226 Web pages
38 Web pages
9 Web pages
1872 Web pages
40 Web pages

API Code for mining
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WMP.Anonymous
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DeepMiner.Anonymous

Cryptoloot.Anonymous

Coinlmp.Anonymous

Client.Anonymous

DeepMiner.Anonymous

Client.Anonymous

ProjectPoi. Anonymous
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